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PRACTICE BRIEFING

Preparing for becoming a
reporting entity under the
AML/CFT Act

Lawyers need to undertake three tasks to prepare themselves for becoming “reporting entities”
under the Anti-Money Laundering and Countering Financing of Terrorism Act 2009 (AML/CFT
Act).

The amendment bill changing AML/CFT so that its core obligations will apply to lawyers, is
currently with Parliament’s Law and Order Committee.

As it currently stands, the bill provides that AML/CFT will apply to lawyers “not later than 1 July
2018”. The Law Society, however, has asked the Law and Order Committee to extend this time to
“not earlier than 1 January 2019”.

Even with a 1 January 2019 deadline, a strong case can be made that lawyers should - if not
now, then very soon - begin preparing for implementation.

The three tasks that lawyers can begin working on now are:
» Appoint an AML/CFT compliance officer;
» Produce a written risk assessment; and
» Establish a written AML/CFT programme.

Starting on these three tasks as soon as possible will mean that law firms spread the work over
coming months.

This will reduce pressure on staff, who would prefer to be productive acting for their clients
rather than working full-time on compliance activities.

It will also mean that firms are putting in place effective procedures to minimise risk, and to
develop a sustainable, compliant programme.

COMPLIANCE OFFICER

Appointing an AML/CFT compliance officer is the easiest of the preparation steps a law firm can
take.

A reporting entity must designate an employee as an AML/CFT compliance officer to administer
and maintain its AML/CFT programme (AML/CFT Act s 56(2)).

The compliance officer must report to the senior manager of the law firm.

In the case of a sole practice that does not have employees the practice which is a reporting
entity must still appoint a person to act as its compliance officer which would in most cases be
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the sole practitioner.

An AML/CFT compliance officer can lead the next two steps in the process - developing a risk
assessment, and establishing an AML/CFT programme. The officer can also be delegated to keep
a watching brief on AML/CFT developments and the legislation including regulations as they
unfold. Larger firms may also wish to appoint a deputy compliance officer to cover absences,

RISK ASSESSMENT

Before conducting customer due diligence or establishing an AML/CFT programme, a reporting
entity must first undertake an assessment of the risk of money laundering and the financing of
terrorism that it may reasonably expect to face in the course of its business (AML/CFT Act s 56).

The well-worn cliché “one size does not fit all” is very apt in relation to this risk assessment.
Alaw firm’s risk assessment will be particular to that firm.

Practices with a significant number of offshore clients would, for example, have a quite different
risk profile than practices whose clients are New Zealand residents.

The risk assessment must be in writing and must:
» Identify the risks faced by the law firm in the course of its business;
» Describe how the firm will ensure that the assessment remains current; and

» Enable the firm to determine the level of risk involved in relation to relevant obligations
under AML/CFT and regulations.

In assessing the risk, law practices must have regard to the following:
» The nature, size, and complexity of its business;
» The services it offers;
» The methods by which it delivers its services;
» The types of customers AML/CFT uses the word “customer”] it deals with;
» The countries it deals with;
» The institutions it deals with (eg banks);

» Any applicable guidance material produced by AML/CFT supervisors or the Commissioner
of Police relating to risk assessments; and

» Any other factors that may be provided for in regulations.

A Risk Assessment Guideline has been produced by the Department of Internal Affairs (DIA),
the Reserve Bank of New Zealand and the Financial Markets Authority (see under Guidelines
available below).

A sector risk assessment covering lawyers has not yet been published, and lawyers will need to
keep a watch out for material produced by their AML/CFT supervisor. The AML/CFT amendment
bill identifies the DIA as the supervisor for lawyers.

However, the Law Society, in its submissions on the bill, has recommended that the NZLS
should be prescribed as the supervisor for the legal profession.
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The Police’s Financial Intelligence Unit (FIU) has produced a National Risk Assessment Report and
a Quarterly Typology Report. These are available at www.police.govt.nz/about-us/publication/fiu-
assessments-reports.

AML/CFT PROGRAMME

Law firms will need to establish, implement and maintain a written AML/CFT programme
(AML/CFT Act s 56(1)).

The AML/CFT programme must include internal procedures, policies, and controls to:

»

»

Detect money laundering and the financing of terrorism; and

Manage and mitigate the risk of money laundering and financing of terrorism.

The programme must include adequate and effective procedures, policies and controls for:

»

Vetting senior managers, the AML/CFT compliance officer, and any other employee that is
engaged in AML/CFT related duties;

Training on AML/CFT matters for senior managers, the AML/CFT compliance officer, and
any other employee that is engaged in AML/CFT related duties;

Complying with customer due diligence requirements (including ongoing customer due
diligence and account monitoring);

Reporting suspicious transactions;
Record keeping;

Setting out what the reporting entity needs to do, or continue to do, to manage and
mitigate the risks of money laundering and the financing of terrorism;

Examining, and keeping written findings relating to complex or unusually large
transactions; and unusual patterns of transactions that have no apparent economic or
visible lawful purpose; and any other activity that the law firm regards as being particularly
likely by its nature to be related to money laundering or the financing of terrorism;

Monitoring, examining, and keeping written findings relating to business relationships
and transactions from or in countries that do not have or have insufficient anti-money
laundering or countering financing of terrorism systems in place and have additional
measures for dealing with or restricting dealings with such countries;

Preventing the use, for money laundering or the financing of terrorism, of products (for
example, the misuse of technology) and transactions (for example, non-face-to-face
business relationships or transactions) that might favour anonymity;

Determining when enhanced customer due diligence is required (see s 22 of AML/CFT) and
when simplified customer due diligence might be permitted (see s 18 of AML/CFT - the
circumstances when standard due diligence applies is outlined in s 14 of the AML/CFT Act);

Providing when a person who is not the law firm may, and setting out the procedures
for the person to, conduct the relevant customer due diligence on behalf of the firm and
setting out procedures for this; and

Monitoring and managing compliance with, and the internal communication of and
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training in, those procedures, policies, and controls.

Developing this programme will take some time and effort, and it will need to be up-and-
running by the date lawyers become reporting entities under AML/CFT.

Indeed the ideal situation would be that by the time AML/CFT applies to them lawyers have
begun implementing at least the following two elements of their AML/CFT programme:

» Vetting appropriate staff; and

» Training staff engaged in AML/CFT related duties.

GUIDELINES AVAILABLE

Guidelines to help organisations, including a Risk Assessment Guideline and an AML/CFT
Programme Guideline have been produced by the three supervisors - DIA, Reserve Bank of New
Zealand and the Financial Markets Authority.

Not only do these guidelines provide very useful information about preparing a risk assessment
and an AML/CFT programme, they also point to sources of further information.

These two documents are available at www.rbnz.govt.nz/regulation-and-supervision/anti-money-
laundering/guidance-and-publications.

Other documents on this website may also be of use for lawyers. These include:
» A guideline on interpreting “ordinary course of business”;
» A territoriality guideline;
» A countries assessment guideline; and
» An audit guideline.

DIA has a page on its website entitled Sector and National Risk Assessments, https://www.
dia.govt.nz/diawebsite.nsf/wpg_URL/Services-Anti-Money-Laundering-Sector-and-National-Risk-
Assessments.

It provides guides to help people think about how money launderers may use their business.
Of particular value to lawyers is the guide Trust and Company Service Providers.

More guides and resources are also available on the Codes of Practice and Guidelines page of
the DIA website, https://www.dia.govt.nz/diawebsite.nsf/wpg_URL/Services-Anti-Money-Laundering-
Codes-of-Practice-and-Guidelines%23BEN.

USEFUL RESOURCE

A very useful resource for lawyers when preparing a risk assessment and an AML/CFT
compliance programme is A Lawyer’s Guide to Detecting and Preventing Money Laundering (PDF, 1.5
MB). This is a collaborative publication of the International Bar Association, the American Bar
Association and the Council of Bars and Law Societies of Europe.

Among the information it contains is a list of some of the “red flags” lawyers can look out for
that may suggest some criminal behaviour is involved with the funds about to be channeled
through the practice.
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The existence of a “red flag” may, of course, have a legitimate explanation, but international
experience shows that they are something one should look out for. These “red flags” include:

» Once funds received into a trust account, the transaction is aborted;

» Client requests that deposited funds are sent to a third party or parties, rather than
returned to the client;

» Client avoids personal contact without good reason;

» Unusual manner of execution - eg, the deposit of funds for the purchase price occurs
unusually early in the transaction and before the purchase price is agreed between the
parties;

» Amount being deposited is large compared to client’s modest income;
» Surplus funds were deposited;

» Back-to-back property transactions, which were out of sync with normal market
dynamics - the purported value of each property rapidly increasing with each subsequent
transaction;

» Client changes legal advisor a number of times in a short time period for no apparent
reason;

» The purchase price is paid entirely in cash;

» Client has no proper identification papers;

» There is no information available about the client and his or her business;

» Purported legal documentation is too simplistic for the relevant transaction;
» Client’s connection with the jurisdiction is unclear;

» No mention of the issue by the client initially, followed by an over willingness to provide a
lot of documentation; and

» Urgency in getting the deal done.

ANOTHER RESOURCE

Another useful resource is the Financial Action Task Force (FATF), an inter-governmental body
established in 1989 by the ministers of its member jurisdictions (New Zealand is one). It aims
to set standards and promote effective implementation of legal, regulatory and operational
measures for combating money laundering, terrorist financing and other related threats to the
integrity of the international financial system.

FATF has produced two documents that are particularly designed for the legal profession. They
are Money Laundering and Terrorist Financing Vulnerabilities of Legal Professionals and Risk Based
Approach Guidance for Legal Professionals.

Section 3 of the latter, Guidance for legal professionals on implementing a risk-based approach,
may be particularly useful.

This document also has a brief note about privilege as it applies to the legal profession.
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A FOURTH ACTION

Some lawyers have already taken another action - registering with goAML so they can file
suspicious transaction reports (STRs).

This is a fourth action lawyers can take in preparation for the time when they become reporting
entities under the AML/CFT Act.

Currently, lawyers must report any suspicious transaction when that lawyer or firm receives,
in the course of their business, funds as a deposit or investment or to settle a real estate
transaction. This is provided in ss 3 and 15 of the Financial Transactions Reporting Act 1996.

Certain technical requirements must be followed in filing an STR with the police. Lawyers

in sole practice or law firms need to register as an “entity” and file reports electronically.
Registering as an entity is simply a matter of filling out the form on the police’s FIU website. Go
to https://fin.police.govt.nz/prd/WebRegistration/NewEntityCR.

This form is part of the FIU’s goAML platform. goAML is a reporting tool that allows rapid and
secure exchange of information between the FIU, reporting entitles and law enforcement and
intelligence authorities.

The confidentiality of the data collected is assured, the FIU says.

go0AML Web is the prescribed method by which reporting entities submit STRs and, from 1 Nov
2017, Prescribed Transactions Reports to the FIU.

More information on how to register and how to report a suspicious matter is at www.lawsociety.
org.nz/practice-resources/the-business-of-law/legal-practice/reporting-a-suspicious-matter.

OTHER ACTIVITIES

Once lawyers come fully under AML/CFT, there are a series of other activities they will need to
do. These include:

» Conducting due diligence on customers (AML/CFT Act s 11 and ss 12-30);

» Reporting suspicious activities and keeping reports of suspicious activities (AML/CFT Act ss
40 and 41, likely to be amended by the AML/CFT Amendment Bill);

» Keeping records on transactions, identification and verification and other records (AML/
CFT Act s 51, likely to be amended by the AML/CFT Amendment Bill);

» Reviewing and auditing its risk assessment and AML/CFT programme (AML/CFT Act s 59,
likely to be amended by the AML/CFT Amendment Bill); and

» Providing an annual AML/CFT report to the AML/CFT supervisor (AML/CFT Act s 60).

The Law Society will provide more information about these activities closer to the time when
lawyers come fully under AML/CFT.

WHEN THE OBLIGATIONS APPLY

The AML/CFT obligations will apply when a lawyer or a law firm, in the ordinary course of
business, carries out one or more of the following activities:
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X

Acting as a formation agent of legal persons or arrangements;

X

Acting as, or arranging for a person to act as, a nominee director or nominee shareholder or
trustee in relation to legal persons or arrangements;

X

Providing a registered office or a business address, a correspondence address, or an
administrative address for a company, or a partnership, or for any other legal person or
arrangement, unless the office or address is provided solely as an ancillary service to the
provision of other services;

¥

Managing client funds (other than sums paid as fees for professional services), accounts,
securities, or other assets;

Providing real estate agency work (within the meaning of s 4(1) of the Real Estate Agents
Act 2008) that involves the representation, as an agent, of a vendor or purchaser in
connection with the sale or purchase, or the proposed sale or purchase, of real estate or any
business; or

¥

¥

Engaging in or giving instructions in relation to:

»

any conveyancing (within the meaning of s 6 of the Lawyers and Conveyancers Act
2006) on behalf of a customer in relation to the sale or purchase, or the proposed sale or
purchase, of real estate;

transactions on behalf of any person in relation to buying or selling real estate or
transferring the title in, or beneficial ownership of, real estate;

transactions on behalf of any person in relation to buying, transferring, or selling
businesses or legal persons (for example, companies) and other legal arrangements; or

transactions on behalf of a customer in relation to creating, operating, and managing
legal persons (for example, companies) and other legal arrangements (s 5 of the AML/CFT
Act as amended by the AML/CFT Amendment Bill).

NEW ZEALAND LAW SOCIETY
Law Society Building

26 Waring Taylor Street
WELLINGTON 6011

PO Box 5041
Lambton Quay
WELLINGTON 6140

(04) 472 7837

Information in the Practice Briefing series is provided by the Law Society as a service to members. This briefing is intended
to provide guidance and information on best practices. Some of the information and requirements may change over time
and should be checked before any action is taken.

Updated June 2017
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